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Shadow AI
Enterprise Risk At-A-Glance

F I N D I N G S  B A S E D  O N  I N D E P E N D E N T  R E S E A R C H  C O N D U C T E D  B Y  
S A P I O  R E S E A R C H  O N  B E H A L F  O F  B L A C K F O G ,  N O V E M B E R  2 0 2 5 .

of employees use AI 
tools weekly at work

use AI tools not approved 
by their employer

say speed is worth  
the security risk

rely on free AI tools 
lacking enterprise-grade 

protections

have shared  
research or datasets

have shared  
employee data

of C-suite leaders 
prioritize speed  

over security

have integrated AI tools 
with other systems 
without IT approval

* Percentages refer to respondents using unsanctioned (unapproved) AI tools in the workplace.
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